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Abstract

The ability to reduce risk and uncertainty in the operation and performance
of complex adaptive systems is highly desirable across a range of applications
and sectors, especially when the correct operation of those systems is critical.
Recently, digital twins have delivered this capability for cyber-physical systems
by combining modelling with real/relevant-time information flows. Increasingly,
however, critical national infrastructure which were previously isolated networks
(such as transport and energy networks) are accelerating their levels of inte-
gration, forming cyber-physical ecosystems (CPES) and creating new design
challenges for digital twins. One fundamental challenge lies in synthesizing infor-
mation from multiple sources in order to understand the ecosystem as a whole. In
this paper, we propose a novel mapping framework to meet this need: the ‘domain
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relationship diagram’, which balances flexibility and interpretability with suffi-
cient rigour to support model-based design. After establishing the method, we
illustrate its usage through two use cases, both motivated by priority research in
critical CPES: (i) flooding resilience in northern England and (ii) energy infras-
tructure at the Port of Dover. We also tie this approach into other crucial topics
in digital twins for CPES, including ownership, ontologies and communication,
and trust and resilience.

Keywords: Digital Twins, Cyber-physical ecosystems, Complex adaptive Systems,
Model-based design, Concept mapping

1 Introduction

A digital twin, as defined by the UK Government’s National Digital Twin Programme,
is a “. . . virtual model of an object, a system, or a process. It is connected to its real-
world counterpart (the physical twin) by a two-way flow of right-time data, meaning
it mimics it in all aspects. . . ” (Department for Business and Trade 2024). This def-
inition contrasts with that of a digital shadow, where data flows only from physical
to digital, and a digital model, which lacks live data exchange (Wagg et al. 2020).
Digital Twins have found use cases in multiple sectors, including engineering and
manufacture (Tao et al. 2019), transport (Department for Transport 2024), commu-
nication networks (Almasan et al. 2022), policy (Papyshev and Yarime 2021) and
energy (Mitchell et al. 2025a) and they can be used for a wide variety of purposes,
such as condition monitoring, visualisation, control, (optimal) planning, prediction/-
forecasting, and decision-making support through what-if scenarios (Wagg et al.
2020).

Typically, digital twins and the corresponding physical asset/system (the ‘physical
twin’) are owned by a single entity or organisation. As an example, the planned Port
of Dover (PoD) digital twin is being developed by the same company that owns the
physical port itself (Port of Dover 2024). There are, however, many situations where
digital twins are desired for systems and processes which are the responsibility of
multiple bodies, entailing a complex cyber-physical ecosystem (CPES). The UK’s
Department for Transport (DfT) has expressed an interest in developing a digital
twin(s) of the UK transport network, with one use case being freight management
at ports (Department for Transport 2024). Such a digital twin would need to include
Dover Harbour, along with the other UK ports, road and rail links, and logistics
hubs. Other examples exist within such varied fields as healthcare, policy, and crisis
response, among others

Model-based development is a powerful tool for designing cyber-physical systems
(Rajhans et al. 2014; Tellioğlu 2009), with one key benefit being a reduction in
costs through identifying errors within early-stage models, rather than as part of the
final deployment. Expanding the scope from cyber-physical systems to cyber-physical
ecosystems increases the expense of deployment and so, correspondingly, the value
gained from using model-based design. This argument is supported by recent work
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by Tadeja et al. (2026), who conducted a qualitative study on design approaches for
digital twins, which they contextualise as part of a seventeen-step process concluding
with `a system of systems'.

For model-based design to be e�ective, we require our model of the CPES to accu-
rately represent the physical ecosystems. This requires us to engage with stakeholders
(including system users, domain experts, and project funders), whether throughout,
as part of collaborative or co-operative design, or as part of the discovery phase of
more linear design methodologies, such as waterfall. Equally, Tadeja et al. (2026) high-
light that the analysis of existing tools and knowledge is \frequently omitted in the
�rst instance". These issues are only compounded by the social complexity involved
in CPES, where knowledge, tools and responsibility can be split across multiple
organisations.

Flexible, unstructured methods { such as brain dumps or open discussions { are
well suited to synthesizing knowledge of this kind, without in
icting pre-existing biases
or assumptions. However, such methods integrate poorly with the rest of model-
based design, which inherently require structure Eng et al. (2017). For the stakeholder
engagement to form a coherent part of the design process, the outputs need to be
consistent with the models used elsewhere in the process. In other terms, we require
a framework to enable concept mapping (Rosas 2012) while remaining interoperable
with the entity-relationship models used elsewhere in the design process.

We propose theDomain Relationship Diagram (DRD) as a new framework
to ful�l this need. The DRD can be used to capture interdependencies between both
virtual models and their physical counterparts, and between the twins of di�erent
owners. A core feature of this format is the selection of a single perspective (theview-
point owner) to account for a suitable level of abstraction. Additionally, the division
of the ecosystem into physical and virtual `domains', without judgement over whether
they constitute part of a `true' digital twin allows for the formulation and discussion
of architectures not captured by the existing terminology.

We continue this paper in Section 2 by presenting some background information
on digital twins, cyber-physical systems, and model-based design as it relates to both
topics. After demonstrating the strong theoretical underpinnings of the DRD, we then
present the mapping method in detail in Section 3, including a description of six
archetypical relationships, guidance on how to create a DRD, and detail of its four
underlying principles. To demonstrate the practical relevance of the framework, as
well as its applicability to a range of CPES, we then present two separate case studies,
grounded in our previous works. In Section 4.1 we apply the DRD to a CPES at the
intersection of transport resilience and crisis response, based on the DTBOC project
(Tipuric et al. 2025), while in Section 4.2 we draw upon the work of the TransiT
research hub into digital twins for decarbonisation (TransiT 2023) and apply the DRD
to the decarbonisation of the Port of Dover. Finally, in Section 5 we discuss some
additional aspects of digital twins for CPES, including issues of fragmented ownership;
communication and data 
ow; trust, security and resilience; and some topics for future
work, before concluding the paper in Section 6.
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2 Background

2.1 Digital twins in complex cyber-physical ecosystems

The initial concept of the digital twin is often ascribed to the National Aeronau-
tics and Space Administration's Apollo programme in the 1960s (Rosen et al. 2015).
While digital twins are prominent in manufacturing (Atalay et al. 2022), they have
also found use in transportation (Department for Transport 2024), communication
networks (Almasan et al. 2022), policy (Papyshev and Yarime 2021), construction (Ira
2023) and energy (Podvalny and Vasiljev 2021; Mitchell et al. 2025a). Speci�c uses
include: condition monitoring, visualisation, control (Mitchell et al. 2021), (opti-
mal) planning, prediction/forecasting (Blanche et al. 2020; Tang et al. 2021), and
decision-making support through what-if-scenarios (Wagg et al. 2020).

A common representation of digital twins is as a pseudo-block diagram, like those
found in the control engineering literature. Diagrams such as in Figure 1a make
explicit the common distinction between digital models, shadows, and twins (The-
len et al. 2022; Grieves and Vickers 2017). Modi�cations to this representation are
used to describe other aspects of a digital twin, for example describing the represen-
tation of disconnected/semi-connected/fully connected digital twins as in Figure 1b,
or capturing the time-evolving aspect of a digital thread as in Figure 1c.

These types of representations reinforce a limiting aspect of our de�nition of a
digital twin (introduced in Section 1) which is the implicit one-to-one correspondence
between a single physical twin and its digital twin: \ a virtual model of an object,
system, or process. . . ". This is compounded by the requirement that the later mimics
the former \in all aspects". Practically speaking, in most cases where this distinction
matters it is possible to abstract away through careful de�nition of the physical twin
(thus de�ning the boundary of what it is the digital twin must represent). A system,
after all, can consist of multiple objects, or even sub-systems and so there is no contra-
diction in referring to the virtual representation as a digital twin, even if it represents
multiple physical twins. Equally, pragmatism allows us to be selective with the second
constraint: creating a `true' one-to-one representation of anything is philosophically
challenging. Instead, this requirement gets recast as `alluseful and practical aspects'.
These abstractions serve well in many cases. However, they become less useful and
possibly obstructive when digital twins are considered in the context of cyber-physical
ecosystems (CPES).

According to Giese et al. (2012), cyber-physicalsystemsare \engineered systems
of synergistically interacting physical and computational components...[where] func-
tionality and salient system properties are emerging from an intensive interaction of
physical and computational components". By extension, Bujorianu (2023) describes
CPES as \ecosystems of networked [Cyber-physical systems]... provided with an inter-
action activity between them and with their environment." Mori and Chen (2014)
provide a more detailed analysis ofsoftware ecosystems, which they characterise as
representing \interconnected entities that depend upon each other as well as interact
with others outside their domain for survivability, growth, and sustainability". They
also discuss why these ecosystems tend to use the concept of `autonomous decentralized
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(a) Digital model, digital shadow,
and digital twin.

(b) A digital twin showing a capability of being
either disconnected, semi-connected, or fully con-
nected. Source: Defence Science and Technology
Laboratory (2025).

(c) A digital thread, showing possible data connections. Source British
Standards Institution (2025).

Fig. 1 : Three di�erent pseudo-block diagram representations relating to digital twins.

systems', larger components of the ecosystem are decomposed into smaller subcompo-
nents and managed by largely autonomous organisations. We can easily expand this to
CPES by allowing these autonomous organisations to control physical subcomponents
in addition to the virtual ones.

Returning to digital twins, it is clear that each instance, by de�nition, forms a
cyber-physical system with its physical twin. Thus, any analysis of digital twins of
or in an ecosystem, is inherently an analysis of a cyber-physical ecosystem, even if
the only cybernetic component is the digital twin itself. In a world where government
and industry often seek to create digital twins of such ecosystems, this distinction is
important, as it allows us to more clearly consider what the de�nition of the physical
twin is (or, correspondingly, what the boundaries are on what the digital twin must
represent). Crucially, we need a way to identify the di�erent aspects and facets of a
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cyber-physical ecosystem: which entities have access to data, which have responsibility
over the cybernetic and physical components, and which can a�ect the outcomes of
the digital twin onto the physical.

2.2 Design for cyber-physical systems

In their review paper, Khaitan and McCalley (2015) describe how the continuous
interaction of \complex and heterogeneous systems. . . [necessitate] careful codesign
of the overall architecture of CPSs", thus requiring domain speci�c methods. They
highlight the role played by meta modelling, formal semantic models, and various
computational models in laying a theoretical foundation. They also describe multi-
ple speci�c methodologies employed, including discrete event calculus, `cyberizing the
physical'/`physicalizing the cyber', and the model-based design methodology employed
by Jensen et al. (2011), detailed later in this section. Speci�cally focusing on digital
twins, Tadeja et al. (2026) mention approaches based on model based system engi-
neering (Wang et al. 2023), V-design (Wagg et al. 2020), and agile (Ahelero� et al.
2021).

Rajhans et al. (2014) describe model-based design1 as \...the use of computational
and formal models in the system design process". In the context of CPS, including
digital twins they present an architecture-centric approach, with the stated aim of
striking a balance between speci�city and generality. This results in a consistent style,
although the resulting diagrams are still aimed at systems design engineers.

Jensen et al. (2011) take a more general approach, presenting a 10 step design
process for CPS. This methodology is su�ciently generalised to be readily expanded
to CPES, although step 4 (\derive a control algorithm") needs to be reframed more
broadly. The design process is presented in a linear fashion for clarity, although the
authors note in several points that the steps should be iterative in nature, a clari-
�cation which we echo. On the occasions where we describe actions as being taken
`earlier' or `later' in the design process, it is in the context of these ten steps, with
no assumption that they necessarily follow one another linearly. In the context of this
design methodology, the remit of the DRD lies in the �rst step: \state the problem",
which entails describing the problem to be solved in \simple language. . . without the
use of language or technical terminology."

Through mapping the digital twin landscape { using qualitative approaches to
interrogate a pool of experts { Tadeja et al. (2026) identi�ed 17 `components' of the
design process. These overlap with the ten steps of Jensen et al. (2011), with much
of the discrepancy resulting from choices made by the authors in how to consolidate
di�erent sub-steps. For example, the single step `10: Verify, and Validate, and Test'
becomes the two steps `(10) Verify and Validate Model(s)' and `(11) Test Model(s)' in
the more recent work. Instead of `derive a control algorithm', (Tadeja et al. 2026) use
the terminology of `(7) Initial Digital Twin Design' which, due to the additional sub-
categorisation of digital twins2 may be more 
exibly applied to di�erent CPEs. Tadeja
et al. (2026) incorporated the 17 components into a six stage design methodology for
digital twins, based on the waterfall methodology. The role of the DRD lies in the �rst

1 The authors use the term `model-based development ' but no distinction is made with design.
2 simulation, operational, semi-automated, fully automated, and mature
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Table 1 : Correspondence of the six design steps and 17 components
proposed by Tadeja et al. (2026) and the ten steps proposed by Jensen
et al. (2011). Items marked with „ are within the primary scope of the
DRD (see Section 3.2). Components marked with * do not align with
any speci�c step.

Step (Tadeja) Component (Tadeja) Step (Jensen)

Plan „
De�ne Scope„ 1. State the Problem „

Reuse Knowledge„

Analyse„
Analyze Tools „ 2. Model Physical Processes„

3. Characterize the Problem „

Develop

Acquire Data 4. Derive a Control Algorithm

Asset Modeling 5. Select Models of Computation

Develop Model(s) 6. Specify Hardware

Design Initial DT Design

7. Simulate

8. Construct

9. Synthesize Software

Test-bed Asset*

Simulation Data*

Test
V & V Model(s) 10. Verify, and Validate, and Test

Test Model(s)

Human-in-the-Loop*

Operate

Digital Twin

Operate/Maintain

Physical Twin

Collect Data

System of Systems*

two steps { `plan' and `analyse'. For comparison, Table 1 details these steps and the
corresponding components, aligning them with those proposed by Jensen et al. (2011).

2.3 Communication, boundary objects, and concept mapping

Regardless of the choice of methodology, there will be certain knowledge that is pre-
requisite to the actual development and design of the CPS. Generically, this falls into
two categories: 1.what already existsand 2. what is required. Tadeja et al. (2026)
captures this knowledge in the `plan' and `analyse' stages (`de�ne scope', `reuse knowl-
edge', `analyze tools'), Jensen et al. (2011) in the steps 1-3 (`state the problem',
`model physical processes', `characterize the problem'). For model-based design, this
knowledge is required in order to create said models, while in other methodologies it
underpins the creation of a design speci�cation. Accuracy is key in these early stages
to avoid compounding issues later in the process. However, in practice they can receive
less focus { Tadeja et al. (2026) notes that the `analyze tools' step in particular is
\frequently omitted".
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The di�culties involved in communication during the design process are well-
documented and are not unique to the design of cyber-physical systems. In a review of
the causes of failure of space systems, Newman (2001) identi�ed the vast majority as
involving some form of misunderstanding. Eckert et al. (2005) highlights necessity of
active negotiation between participants in the design process and identi�es four causes
of communication breakdown: `Not understanding the big picture', `Missing informa-
tion provision', `Information distortion', and `Interpretation of representation'. The
issue of interface management { the need to negotiate interactions between compo-
nents designed by teams from di�erent disciplines { is particularly relevant for both
CPS and CPES, which inherently involve a great number of such interfaces.

Subrahmanian et al. (2003) describe how `boundary objects'3 \can inhabit the
space of negotiation at the interfaces and serve to support cooperation" without
requiring participants to have a pre-existing shared understanding. Boujut and Blanco
(2003) give this concept further weight, documenting the use of simpli�ed representa-
tions such as sketches and CAD diagrams for negotiation within the design process.
In this context, they highlight the need for boundary objects to lack ambiguity and
to remain malleable to avoid creating cognitive traps.

For established areas of design, there is often a clear choice for these boundary
objects. A lay person can be expected to interpret a 
oor plan well enough to com-
municate with an architect, electrical and control engineers can negotiate over block
and circuit diagrams, while the use of Universal Modelling Language (UML) diagrams
for requirements capture in software engineering is well established. In the case of
CPES, however, we can expect to encounter interfaces between design participants,
from entirely di�erent domains, who do not normally interact. There is no clear choice
for a general framework to use to create our boundary objects.

One option for those following a model-based methodology is that described by
Tellio�glu (2009), who focuses on integratingcollaborative and model-based design. They
categorize such models into four groups, based on function. Of interest here is the �rst
type of model (\models to visualize several issues"), for which they describe using an
`organisational design game' to capture a company's employees' understanding of the
state of that company. This is very similar to the kinds of understanding we aim to
capture with the DRD.

Looking more broadly, an alternative method is concept mapping. This is a tool
which has been successfully employed for participatory and collaborative research
(Rosas 2012). Davies (2011) contrasts concept maps with mind maps, character-
ising the former as \more structured and less pictorial in nature". Concept maps
\outline relationships between ideas". Eng et al. (2017) investigated mapping tools
more generally for engineering design, especially for complex systems. They categorise
mapping methods as a graphical model sitting part-way between semi-structured
(which integrate poorly with later design work), and structured information (which
enable detailed design but require long learning curves). These tools are best suited
to early-stage design tasks, including aggregating and synthesizing information, and
interdisciplinary communication. A key bene�t of mapping is \their support for

3 also called `intermediary objects' (Boujut and Blanco 2003)
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exploring emergent structuring information. This is particularly important when
approaching chaotic situations where imposing structure is key".

Borrowing the terminology used by Eng et al. (2017), Fig. 2 compares the level
of structure supported by { and required for { visual methods across some disci-
plines which relate to design for cyber-physical (eco-)systems. The least structured
methods, such as brain dumps and mind maps are the most broadly applicable. In
contrast, the most structured methods sit �rmly within a discipline. It can be seen
that some methods, such as block diagrams (Bolton 2002) and Universal Modelling
Language (UML) (Phillips 2018) are 
exible enough to support either semi-structured
or structured information, through a loosening or tightening of requirements as stan-
dard. These methods are still tied to the assumptions of their disciplines and so while
they can be used to great e�ect as boundary objectswithin their disciplines, they
serve less well for the boundariesbetweendisciplines. At the more structured extreme,
some disciplines rely on formal graph-based models with mathematically de�ned
semantics, particularly within software engineering (Ehrig et al. 2006; Taentzer 2000;
Archibald et al. 2025). These support rigorous reasoning about structure, interaction,
and recon�guration, but typically impose higher cognitive and tooling overheads.

Setting the DRD against this background serves to clarify our aims: to provide
a visual, semi-structured representation for CPEs, with the 
exibility to serve as
boundary object between the disciplines involved in the design of the components
therein.

Fig. 2 : A selection of visual methods which can be used to create boundary objects
with varying levels of structure.

2.4 Summary and problem statement

Digital twins are conventionally used as CPS but there is a growing desire to apply
them to CPES. By analogy with software ecosystems (Bujorianu 2023), we can achieve
this by capturing the interactions between the autonomous centralised systems which
make up the ecosystem within our representation of the ecosystem.
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If we seek to expand on the existing model-based design frameworks from CPS, then
\given the multidisciplinary nature of cyber-physical systems, [stating the problem]
is necessary to e�ectively communicate design requirements" (Jensen et al. 2011).
This requires communication and negotiation with stakeholders in diverse disciplines,
leading to interface issues and risk of miscommunication.

Such conversations can be aided through use of diagrams as boundary objects,
reducing ambiguity and highlighting potential knowledge gaps. As we seek to represent
\loosely structured information in ways that balance usable formalisms and cognitive
costs" (Eng et al. 2017), a graphical mapping framework is a sensible choice. This
framework should:

ˆ Present an unambiguous representation of the cyber-physical ecosystem
ˆ Provide su�cient structure to be consistent with more formalised models used later

in the design process
ˆ Be su�ciently 
exible to be applicable to a variety of heterogeneous contexts
ˆ Be su�ciently accessible to enable use by non-expert users with a minimal level of

instruction.

It is in this context which we de�ne the Domain Relationship Diagram.

3 The Domain Relationship Diagram

3.1 De�nition

A domain relationship diagram is a graphical representation of a cyber-physical ecosys-
tem which represents the ecosystem as a collection of connected subsystems, called
`domains', where each domain is a) identi�ed as either physical or virtual in nature
(but never both); b) connected to at least one other domain by at least one of i. a

ow of data, ii. a 
ow of information, or iii. a transfer of some physical property or
object; and c) attached to at least one `owner', representing the autonomous agent
with agency over that domain.

3.2 Aims and scope

A complete, general design methodology for CPES is beyond the scope of this paper.
Equally, the DRD is not and does not aim to be either a formal model or ontology
of cyber-physical ecosystems. Instead, it is a mapping framework to aid knowledge
capture and requirements creation required in order for the development of those
models and ontologies speci�c to a given CPES.

In order to achieve this, the DRD should act as a boundary object to facilitate
design conversations both between design teams in di�erent disciplines, designers and
system users, and designers and domain experts. Following the terminology established
by Eckert et al. (2005), the framework needs to cover the following interface scenarios:

1. Request for information
2. Negotiation of clarity and negotiation of constraints
3. Handover
4. Joint designing
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This speci�c selection of scenarios are those well-suited to the compromise between

exibility and rigour o�ered by concept mapping, as well as requiring either a holis-
tic view of the whole ecosystem, or an interface between two disciplines which do
not commonly cooperate. In contrast, idea generation is better suited to less con-
strained methods (such as mind mapping), while con
ict resolution, decision making,
and justi�cation can be expected to require more formal design documents/models.

Similarly, the purview of the DRD is restricted only to those use cases where the
fact that the design entity is part of cyber-physical ecosystem is relevant, and to the
interface between di�erent disciplines. For other cases, the familiarity of designers with
pre-existing discipline speci�c tools will invariably make these the better choice. For
example, two software engineers working within the same domain of the CPES might
be expected to use UML. However, if they required a conversation with a geographer
in a di�erent part of the ecosystem, they could be expected to fall back to the DRD
as a shared representation.

The DRD is primarily intended for design within cyber-physical ecosystems, and
especially of digital twins (or systems/ecosystems of digital twins). This is a relatively
loose classi�cation { whether something is a system, a system-of-systems, or an ecosys-
tem is largely a choice of representation. The presence of the following factors can be
used as a heuristic indicator that the DRD is an appropriate choice:

1. The presence of multiple interested autonomous parties from di�erent disciplines
2. A requirement for data 
ow between heterogenous systems and components
3. Pre-existing cyber-physical infrastructure with no single owner
4. A requirement for data 
ow between parties without pre-existing established

channels

3.3 Elements of the DRD

In constructing the DRD, we make use of a well established methodology for repre-
senting generalised systems, building on the practices of systems engineering. Willems
(2007) describes an object-oriented strategy, which makes use of three techniques
to convey underlying structure: `tearing', which represents the system as an inter-
connection of subsystems; `zooming', or modelling of the subsystems; and `linking'
or modelling the interconnections of subsystems. The novelty of the DRD comes
through two modi�cations made to this framework to align it to our goal of mapping
cyber-physical ecosystems:

1. Declaration of owners. The core di�erence between representing an ecosystem vs a
system of systems lies in the autonomy of the agents within the former. As such,
construction of the DRD requires each `domain' element (systems and subsystems)
to be attributed to an `owner', who acts with autonomy over that domain.

2. Opinionated restriction on element classes. We require the elements of the DRD
to be represented as one of six classes of element (two classes of domain, three
classes of link, and owners). This restriction balance the need to enforce a level of
consistency and support interface negotiation, while avoiding the complexity design
and interpretation complexity required by a more granular classi�cation.

11



The DRD maps the cyber-physical ecosystem using three classes of element:
domains (represented with coloured boxes),owners (black surrounding boxes), and

ows (lines with arrows to show directionality), as shown in Fig. 3. The DRD
builds on the established block diagram language, maintaining compatibility with this
representation for conventional digital twins.

In terms of representation, a preference is given for use of colour and line type to
represent di�erent components. The colours chosen here are representative but where
alternative colour palettes are chosen, care should be taken that the diagram meets
accessibility requirements. Where possible, position of elements is used to reinforce the
representation in line with the standard convention (virtual above physical, data 
ow-
ing clockwise) but given the complexity of cyber-physical ecosystems, this requirement
can be loosened when required.

Domains may be either physical or virtual. Physical domains (shown in brown )
include infrastructure (such as roads or buildings), people (such as local residents or
transport passengers), and phenomena such as the weather. Some physical domains are
subdomains of other domains (e.g. roads are a subdomain of the transport network).

Virtual domains (green ) are the `cyber' part of cyber-physical infrastructure.
For the most part, these represent one or more of the physical domains. However,
some cases of stand-alone virtual domains exist, such as data lakes.

Domains are connected to one another by
ows denoted with lines-and-arrows.In-

ows (turquoise ) describe the transfer of data (raw signals or knowledge) into a
virtual domain; Out-
ows (purple ) describe the transfer of information (processed
data) out of a virtual domain or actions taken on a physical domain; andphysical links
(blue ) connect physical domains with one another directly. Note that physical
links can be either uni-directional or multidirectional.

Owners are shown using solid black lines (). They are the entities with respon-
sibility for one or more domain of the digital twin architecture. Here, owners are
risk owners, rather than conveying any implication of legal ownership. For example,
The Met O�ce do not own the weather, but they are responsible for accurate fore-
casting and so are the owners of the physical domain for the purposes of the DRD.
Responsibility might be de-facto or de-jure, and in many cases is already de�ned by
a statutory obligation or legal agreement. For example, DfT's responsibility for the
transport network during a crisis is de�ned by the `Lead Government Department'
framework (Cabinet O�ce 2023). Owners are a subcategory of the stakeholders: rail
users, local residents and insurance companies are examples of stakeholders with an
interest in resilient transport, but without ownership over any part of the digital
twin architecture. Owners may be in hierarchical relationships, for example DfT has
responsibility over National Rail (NR) who themselves have responsibility over the
rail network.

To allow for simpli�cation of the DRD, one owner is chosen to be the viewpoint
owner, denoted with a bolded outline. For example, in Fig. 5, DfT is selected. This
does not imply a greater or lesser importance overall, but simply that this particular
DRD is drawn from their perspective. The areas relating to the viewpoint owner's
interests will be more detailed, while those relating to other owners can be shown with
a greater level of abstraction. This is discussed further in Section 3.6.
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3.4 Archetypical DRD Relationships

The DRD o�ers a 
exible framework with which we can represent the overall nature
of a cyber-physical ecosystem. The combination of the domains being represented, the
types of link between them, and the ways in which the responsibilities of di�erent
owners overlap (or don't overlap) all a�ect this representation. Thus the speci�c DRD
is unique to both the ecosystem it represents and the way in which it is represented.

As an informal taxonomy, we propose six archetypical classes of relationship that
can form the basis of DRD:

1. Centralised (Fig. 3a): A single owner is responsible for both the physical and
virtual domains and they are not connected to other domains. E�ectively the digital
twin is disconnected from the ecosystem as a whole.

2. Shared Physical Domain (Fig. 3b): Multiple owners share responsibility for
the same physical domain. If the responsibilities of the owners are distinct, clarity
can be improved by showing sub-domains within the shared physical domain. For
example, the 
ooded area in Fig. 5 is a shared physical domain, with no clear
division of responsibility between the two owners.

3. Interacting Physical Domains (Fig. 3c): Multiple distinct physical domains
which are connected by at least one physical link. For example, in Fig. 5,weather
and rivers are interacting physical-domains, linked by rainfall.

4. Horizontal Federation (Fig. 3d): Two virtual domains with at least one direct

ow between them. For example, the transport model owned by DfT in Fig. 5 is
horizontally federated with the area model owned by the LRF. These represent
virtual information sharing between the owners.

5. Hierarchical Federation (Fig. 3e): Two virtual domains with at least one direct

ow between them, with both virtual domains corresponding to physical domains
and one of those physical domains is contained within the other. For example,
in Fig. 5, rail is a subdomain of the strategic transport network and so we show
Network Rail's model as being hierarchically federated with DfT's Transport model
4.

6. Brokered Federation (Fig. 3f): A virtual domain which is only connected to other
virtual domains, facilitating connections between multiple virtual domains with
di�erent owners. This represents central data exchange infrastructure of various
kinds, including data warehouses, data lakes and marketplaces. The Transit DT in
Fig. 7 operates in this capacity.

We do not claim this to be an exhaustive list. It is likely that other relationship
types exist in context beyond the scope of this paper, or will be created in the future
as the requirements of digital twins develop.

3.5 Creating a DRD

The DRD is a 
exible tool and can be constructed in a variety of ways depending on
the context. A key goal of the DRD is not just to have a �nal, diagrammatic, overview

4 A hierarchical relationship does not imply anything about the legal or functional relationship between
the owners themselves, just the domains for which they are responsible.
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Fig. 3 : The six archetypical classes of relationship observed within the DRD.

of the system, but the act of creating the DRD should highlight gaps in knowledge
or assumptions. As such, it is best employed within an iterative design process with
constant opportunities for review and stakeholder consultation.

In practice we recommend starting by selecting theviewpoint owner. This guides
the main purpose of the digital twin system and sets the level of abstraction, for exam-
ple DfT are unlikely to care about the speci�cs of the 
ood model implementation,
and whether this was outsourced to a hierarchical domain within DEFRA, only the
forecast information. Generally the viewpoint owner is made obvious by the context:
the transport resilience scenario and the fact it is led by DfT makes them the obvious
choice in our scenario above. If there is more than one option for a viewpoint owner,
then this indicates that multiple DRDs are required.

Once the viewpoint owner is determined, we recommend building a DRD describing
the current state of a�airs. It is often easiest to �rst describe the physical domains and
relations between them, as these tend to be more intuitive and existing agreements
or regulations often already describe the corresponding owners. This then informs the
virtual domains and the in-
ows to them. The involvement of domain specialists is
invaluable in achieving accuracy at this stage.

The DRD describing the current situation can then be adapted to describe the
desired end goal. This can be achieved by adding 
ows, both to describe the desired
actions on the physical domains and the information 
ow between them as well
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as the information exchange between virtual domains. New virtual domains might
also be identi�ed in order to enable this. Considering the archetypical relationships
(Section 3.4) might aid in shaping the desired architecture { for example is it desirable
to have a hierarchical federation or a brokered one.

As with many diagrammatic formats, while the overall structure can be much
clearer than textual formats, space for speci�cs is often limited. We suggest keeping a
textual log alongside the DRD to de�ne each element as they are jointly understood,
as well as to document questions or assumptions. This allows the text on the DRD
itself to be kept to a minimum, increasing clarity, and serving as the basis for other
design documentation, such as user stories and hardware speci�cations.

The �gures in this paper were made using draw.io (now renamed to
diagrams.net ). The library used is made freely available (Tipuric 2025).

3.6 Principles of the DRD

There is no canonical form of the DRD { the framework is designed to be 
exible in
order to capture a range of scenarios. However, we propose the following principles in
order to maximise the utility of the diagram.

1. The DRD should be easily interpretable by non-technical domain
experts .

The primary purpose of the DRD is to support the design and development of
digital twins, in part by capturing the insights of non-technical domain experts. As
such, it needs to be clear and to the point, with an appropriate level of detail and
abstraction for its intended audience.

2. The DRD is iterative .
One of the fundamental goals of the DRD is to expose assumptions or overlooked

details. As such issues come to light, the DRD will evolve, until it is in a form that
all stakeholders agree with, at which point it can form the basis of more technical
speci�cations.

3. The DRD takes a single point of view .
While the systems represented by the DRD are complex and multifaceted, each

stakeholder only typically cares about their own area of responsibility. Each DRD
should therefore take the viewpoint of a single owner. Thus the complexity of the
diagram is reduced, making it easier to interpret. Where multiple viewpoints are
of interest, multiple DRDs should be created { comparison of the similarities and
di�erences between them is then a powerful tool in the design process.

4. The DRD is primarily concerned with the relationships between
domains .

The ways in which di�erent owners relate to one another have an impact on
how best to design and manage protocols between them. However, the DRD does
not seek to represent these inter-stakeholder relationships directly. Notably, just
because one domain is in a hierarchical relationship with one another, that does
not imply that the owner of one of these domains is subordinate to the other.5

5 In practice, there will often be either a de facto or contractual hierarchical relationship between the
owners within the scope of the speci�c system being described . However, in a di�erent context, the same
stakeholders might have a di�erent relationship.
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4 Case studies

In this section we demonstrate the usage of the DRD in the context of two real-
world digital twin proposals. These projects entail designing digital twins within two
(di�erent but overlapping) complex cyber-physical ecosystems, with the owners of the
domains being autonomous state and private actors. In both cases, we �rst present
the context of each project and then walk through the process of constructing the
DRD. We follow this by presenting some feedback on the DRD given by stakeholders
familiar with each use case.

4.1 Case Study 1: Transport Resilience

Fig. 4 shows the path of a hypothetical storm hitting the North-East coast of the UK
after two weeks of heavy rainfall: leading to signi�cant river 
ooding across multiple
counties. Impacts include landslides, road 
ooding, 
ooding of rail and metro stations,
wind damage to communication and power infrastructure, sewage overspills, and over-
spill from reservoirs. We want to determine, and mitigate if possible, the e�ects on
the (critical) transport network including across multiple modalities: speci�cally rail
and road.

Fig. 4 : Map of northern England showing the path and aftermath of a hypothetical
storm. Used to support discussion of digital twins for 
ooding resilience related to
transport (Tipuric et al. 2025).

Both the risk to human life and the severe economic impacts make preparing
for, responding to, and recovering from disasters such as this a major priority for
national governments. As these impacts a�ect multiple areas, mitigation activities
often require collaboration between multiple stakeholders. In the UK, responsibility
at the governmental level for both man made and natural disasters is de�ned by the
lead government department model (Cabinet O�ce 2023). For a storm and 
uvial

ood event as described here, localised to England alone and impacting the transport
network and power grid, the document assigns responsibility for response and recovery
to four separate government departments. On a practical level, these agencies will also
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